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Cyber–Physical Systems (CPS) have emerged as critical infrastructure enabling smart cities, 
intelligent transportation, industrial automation, and connected healthcare. However, the integration 
of heterogeneous devices, legacy components, and high-speed communication surfaces significantly 
increases vulnerability to advanced cyber threats. Traditional perimeter-based security architectures 
are insufficient to handle multi-vector attacks, supply-chain compromises, and insider threats. This 
study proposes a novel Zero-Trust–Enabled Threat Intelligence Framework (ZT-TIF) designed to 
continuously validate access requests, enforce micro-segmentation, and integrate real-time adversarial 
behavior analytics. A hybrid machine learning model combining Bi-LSTM and Random Forest 
(RF) is employed to detect anomalies and predict attack patterns without relying on static signatures. 
The framework is evaluated using the ToN-IoT and UNSW-NB15 datasets, demonstrating 
improvements in detection accuracy, false-positive reduction, and scalable policy enforcement. 
Additionally, comparative analysis (Tables 1–3) shows ZT-TIF outperforming existing Zero Trust 
and behavioral detection systems. 

 

 

INTRODUCTION 
Cyber–Physical Systems (CPS) play an essen- 
tial role in mission-critical applications such as 
industrial automation, smart manufacturing, and 
intelligent transportation systems, where system 
failures may produce severe economic or safety 
consequences [1, 2]. The increasing interconnec- 
tion of CPS introduces a large attack surface, 
exposing them to malware, ransomware, zero- 
day exploits, insider attacks, and Distributed 
Denial-of-Service (DDoS) campaigns [3, 4]. Tra- 
ditional perimeter-based models assume trusted 
internal networks, an assumption invalidated by 
modern threat environments [5, 6]. 
Zero Trust Architecture (ZTA) has emerged as a 
promising paradigm by enforcing the principle 
of “never trust, always verify,” applying continu- 

ous authentication, and validating every access 
request regardless of its origin [7, 8]. However, 
existing Zero Trust implementations lack deep 
integration with dynamic threat intelligence and 
fail to adapt to real-time adversarial behaviors 
in CPS [9, 10] 

This study introduces a Zero-Trust–En- 
abled Threat Intelligence Framework (ZT-TIF) 
incorporating real-time anomaly detection, mi- 
cro-segmentation, and adaptive access controls. 
A hybrid machine learning model combining Bi- 
LSTM and RF enhances detection performance, 
while the threat intelligence layer aggregates data 
from network logs, host sensors, and external 
eeds. The detailed architecture is shown in Table 
1, and performance evaluation is summarized in 
Table 3. 

A NOVEL ZERO-TRUST–ENABLED THREAT INTELLIGENCE 
FRAMEWORK FOR SECURE CYBER–PHYSICAL SYSTEMS 
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2 Literature Review 
Recent studies have explored Zero Trust in cloud 
and IoT domains, but limited work targets CPS 
with integrated machine learning threat intelli- 
gence. Existing solutions focus on: 

 
2.1 Zero Trust Models in CPS 
ZTA has been used in industrial networks to en- 
force strong identity verification, but most 
implementations lack adaptive threat analysis 
and rely on static policies [11,12]. 

 
2.2 Machine Learning for Cybersecurity 
Deep learning techniques such as CNNs, RNNs, 
and autoencoders have proven successful for 
intrusion detection but often suffer from high 
false positives and limited interpretability [13, 
14]. 

 
2.3 Threat Intelligence Integration 
Threat intelligence feeds improve situational 
awareness but require robust correlation en- 
gines to filter noise and avoid alert fatigue [15, 
16]. 

 
2.4 Research Gap 
Few studies combine Zero Trust, threat intelli- 
gence, and hybrid ML models for holistic CPS 
protection, motivating the proposed ZT-TIF 
framework. 

 
3 Methodology 
3.1 System Architecture 
The proposed ZT-TIF consists of: 
Identity and Access Control Layer – ensures 
device/user identity using MFA, certificates, 
and continuous authentication. 

 
Micro-Segmentation Layer – isolates assets 
into granular security zones. 

Threat Intelligence Engine – aggregates data 
from internal sensors and external CTI feeds. 

 
Hybrid ML Detection Model – Bi-LSTM for 
temporal pattern recognition and RF for 
classification robustness. 
Architecture components are listed in Table 1. 

 
Table 1. ZT-TIF Architecture Components 

 

Compone nt D e s cription 

Ide ntity Engine 
MFA, certificate validation, 
token verification 

M icro-Se gme ntat- 
ion 

Enforced network isolation per 
workload 

Thre at 
Inte llige nce Hub 

Aggregates C TI feeds, logs, 
alerts 

M L D e te ction 
Engine 

Bi- LS TM + RF hybrid model 

Policy D e cis ion 
Point 

Evaluates trust and enforces 
rules 

Policy 
Enforce me nt 
Point 

 
C ontrols access to resources 

3.2 Datasets 
Two well-known cybersecurity datasets were 
used: 

 
ToN-IoT: real-world IoT/CPS telemetry 
[17].UNSW-NB15: hybrid synthetic cyber attack 
dataset [18].3.3 Machine Learning Model 
Bi-LSTM extracts temporal features from se- 
quential network flow data, while Random For- 
est enhances classification reliability and reduces 
overfitting [19, 20]. 

 
4 Results and Discussion 
4.1 Performance Metrics 
Accuracy, precision, recall, F1-score, and false- 
positive rate (FPR) were measured. Results are 
shown in Table 2 
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Table 2. ML Model Performance Compari- 
son 

 

Model 
Accur- 
acy 

Preci- 
sion 

Recall F1-score 

CNN 93.1% 92.4% 90.2% 91.3% 

LSTM 95.0% 94.8% 92.7% 93.7% 

Random 
Forest 

94.3% 93.9% 91.5% 92.6% 

Hybrid 
Bi-LST- 
M + RF 
(Propos- 
ed) 

 

 
97.8% 

 

 
97.2% 

 

 
96.4% 

 

 
96.8% 

The hybrid model (Table 2) achieves the highest 
accuracy due to improved temporal feature 
extraction and decision robustness. 

 
4.2 Comparison With Existing Zero Trust 
Systems 
ZT-TIF was compared with two conventional 
Zero Trust systems and one anomaly-detection 
model. Results are presented in Table 3. 

 
Table 3. Comparison of ZT-TIF With Existing 
Frameworks 

ZT-TIF shows clear superiority in all metrics. 
 

5 Conclusion 
This paper introduced a Zero-Trust–Enabled 
Threat Intelligence Framework (ZT-TIF) for se- 
curing Cyber–Physical Systems. By integrating 
micro-segmentation, dynamic policy enforce- 
ment, and a hybrid Bi-LSTM + RF attack detec- 
tion model, the framework achieved high accu- 
racy, low FPR, and superior scalability. Future 
work includes deployment in real industrial CPS 
environments and integration with blockchain- 
based trust models. 
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Med- 
ium 

Adaptive 
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