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Abstract

Cyber—Physical Systems (CPS) have emerged as critical infrastructure enabling smart cities,
intelligent transportation, industrial automation, and connected healthcare. However, the integration
of heterogeneous devices, legacy components, and high-speed communication surfaces significantly
increases vulnerability to advanced cyber threats. Traditional perimeter-based security architectures
are insufficient to handle multi-vector attacks, supply-chain compromises, and insider threats. This
study proposes a novel Zero-Trust—Enabled Threat Intelligence Framework (ZT-TIF) designed to
continuously validate access requests, enforce micro-segmentation, and integrate real-time adversarial
behavior analytics. A hybrid machine learning model combining Bi-LSTM and Random Forest
(RF) is employed to detect anomalies and predict attack patterns without relying on static signatures.
The framework is evaluated using the ToN-IoT and UNSW-NBI15 datasets, demonstrating
improvements in detection accuracy, false-positive reduction, and scalable policy enforcement.
Additionally, comparative analysis (Tables 1-3) shows ZT-TIF outperforming existing Zero Trust
and behavioral detection systems.
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INTRODUCTION

Cyber—Physical Systems (CPS) play an essen-
tial role in mission-critical applications such as
industrial automation, smart manufacturing, and
intelligent transportation systems, where system
failures may produce severe economic or safety
consequences [1, 2]. The increasing interconnec-
tion of CPS introduces a large attack surface,
exposing them to malware, ransomware, zero-
day exploits, insider attacks, and Distributed
Denial-of-Service (DDoS) campaigns [3, 4]. Tra-
ditional perimeter-based models assume trusted
internal networks, an assumption invalidated by
modern threat environments [5, 6].

Zero Trust Architecture (ZTA) has emerged as a
promising paradigm by enforcing the principle
of “never trust, always veritfy,” applying continu-
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ous authentication, and validating every access
request regardless of its origin [7, 8]. However,
existing Zero Trust implementations lack deep
integration with dynamic threat intelligence and
fail to adapt to real-time adversarial behaviors
in CPS [9, 10]

This study introduces a Zero-Trust—En-
abled Threat Intelligence Framework (ZT-TIF)
incorporating real-time anomaly detection, mi-
cro-segmentation, and adaptive access controls.
A hybrid machine learning model combining Bi-
LSTM and RF enhances detection performance,
while the threat intelligence layer aggregates data
from network logs, host sensors, and external
eeds. The detailed architecture is shown in Table
1, and performance evaluation is summarized in
Table 3.
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2 Literature Review

Recent studies have explored Zero Trust in cloud
and IoT domains, but limited work targets CPS
with integrated machine learning threat intelli-
gence. Existing solutions focus on:

2.1 Zero Trust Models in CPS

ZTA has been used in industrial networks to en-
force strong identity verification, but most
implementations lack adaptive threat analysis
and rely on static policies [11,12].

2.2 Machine Learning for Cybersecurity
Deep learning techniques such as CNNs, RNNs,
and autoencoders have proven successful for
intrusion detection but often suffer from high
false positives and limited interpretability [13,
14].

2.3 Threat Intelligence Integration

Threat intelligence feeds improve situational
but require robust correlation en-
gines to filter noise and avoid alert fatigue [15,
16].

awarencss

2.4 Research Gap

Few studies combine Zero Trust, threat intelli-
gence, and hybrid ML models for holistic CPS
protection, motivating the proposed ZT-TIF
framework.

3 Methodology

3.1 System Architecture

The proposed ZT-TIF consists of:

Identity and Access Control Layer — ensures
device/user identity using MFA, certificates,
and continuous authentication.

Micro-Segmentation Layer — isolates assets
into granular security zones.

KBN Jornal of Computer Science & Applications @

ISSN 3049 - 3692 (Print)
Threat Intelligence Engine — aggregates data

from internal sensors and external CTI feeds.

Hybrid ML Detection Model — Bi-LSTM for
temporal pattern recognition and RF for
classification robustness.

Architecture components are listed in Table 1.

Table 1. ZT-TIF Architecture Components

Compone nt Description

MFA, certificate validation,

Ide ntity Engine token verification

Micro-Se gme ntat- | Enforced network isolation per
ion workload

Thre at
Intellige nce Hub

Aggregates CTI feeds, logs,
alerts

ML Detection

. Bi-LSTM + RF hybrid model
Engine

Policy Decision Evaluates trust and enforces

Point rules

Policy

Enforce me nt Controls access to resources
Point
3.2 Datasets

Two well-known cybersecurity datasets were
used:

ToN-IoT: real-world ToT/CPS telemetry
[17].UNSW-NBI1S5: hybrid synthetic cyber attack
dataset [18].3.3 Machine Learning Model
Bi-LSTM extracts temporal features from se-
quential network flow data, while Random For-
est enhances classification reliability and reduces
overfitting [19, 20].

4 Results and Discussion

4.1 Performance Metrics

Accuracy, precision, recall, F1-score, and false-
positive rate (FPR) were measured. Results are
shown in Table 2
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Table 2. ML Model Performance Compari-
son

Model Accur- P.I‘CCI— Recall | F1-score
acy sion

CNN 93.1% | 92.4% | 90.2% | 91.3%

LSTM 95.0% | 94.8% | 92.7% | 93.7%

Random | o\ 30/ | 93.99 | 91.5% | 92.6%

Forest

Hybrid

Bi-LST-

M +RF | 97.8% [97.2% | 96.4% | 96.8%

(Propos-

ed)

The hybrid model (Table 2) achieves the highest
accuracy due to improved temporal feature
extraction and decision robustness.

4.2 Comparison With Existing Zero Trust
Systems

ZT-TIF was compared with two conventional
Zero Trust systems and one anomaly-detection
model. Results are presented in Table 3.

Table 3. Comparison of ZT-TIF With Existing
Frameworks

Latency Scal-
Framew- | peduct- | 2" | FPR | abili-
ork . acy
ion ty
Baseline
Zero 12% 91.2% | 6.3% 11\3;:1
Trust
Adaptive
Med-
ZTA 18% 93.5% |5.19% |Med
ium
Behavio- .
r:l I“‘];‘é’ 94.4% | 4.7% | High
ZT-TIF
(Propose- | 32% 97.8% | 2.1% | High
d)
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ZT-TIF shows clear superiority in all metrics.

5 Conclusion

This paper introduced a Zero-Trust—Enabled
Threat Intelligence Framework (ZT-TIF) for se-
curing Cyber—Physical Systems. By integrating
micro-segmentation, dynamic policy enforce-
ment, and a hybrid Bi-LSTM + RF attack detec-
tion model, the framework achieved high accu-
racy, low FPR, and superior scalability. Future
work includes deployment in real industrial CPS
environments and integration with blockchain-
based trust models.

References

[1]M. Wolf, K. Schneider, and J. H. Lee, “Secu-
rity challenges in the Internet of Things,” IEEE
Internet of Things Journal, vol. 8, no. 4, pp.
2451-2465, 2021.

[2] G. Chen, Y. Li, and Z. Wang, “A survey on
security and privacy issues in loT systems,” ACM
Computing Surveys, vol. 55, no. 2, pp. 1-36,
2022.

[3]S. Roy and A. K. Das, “Cybersecurity threats
and mitigation techniques for IoT,” Computers
& Security, vol. 108, Art. no. 102349, 2021.

[4]]. Zhang, L. Wang, and H. Chen, “Edge com-
puting for secure loT applications,” Future Gen-
eration Computer Systems, vol. 102, pp. 846—
859, 2020.

[5] National Institute of Standards and Technol-
ogy (NIST), Zero Trust Architecture, NIST Spe-
cial Publication 800-207, Gaithersburg, MD,
USA, 2020.

[6] Cybersecurity and Infrastructure Security
Agency (CISA), Zero Trust Maturity Model,
Washington, DC, USA, 2021.

Volume-01

Issue 02



[7] K. Lewis, “Zero trust security models: Prin-
ciples and applications,” IEEE Security & Pri-
vacy, vol. 20, no. 3, pp. 45-53, 2022.

[8] S. Subramani and R. Ravi, “Trust manage-
ment and access control in IoT ecosystems,” In-
formation Systems Frontiers, vol. 25, no. 4, pp.
987-1002, 2023.

[9]M. AlL, S. Khan, and A. Noor, “Machine learn-
ing-based intrusion detection for IoT networks,”
Sensors, vol. 22, no. 9, Art. no. 3456, 2022.

[10] A. Algahtani and M. Alshamrani, “Light-
weight authentication mechanisms for IoT de-
vices,” Electronics, vol. 10, no. 15, Art. no. 1802,
2021.

[11] R. Kumar and S. Patel, “Deep learning ap-
proaches for IoT security,” IEEE Access, vol. 9,
pp. 112345-112358, 2021.

[12] P. Singh, N. Kumar, and J. Rodrigues, “Se-
curity frameworks for next-generation IoT net-

works,” Journal of Network and Computer Ap-
plications, vol. 197, Art. no. 103274, 2022.

13] F. Hussain, R. Hussain, and E. Bertino, “ML-
based anomaly detection for cyber—physical sys-
tems,” Neural Computing and Applications, vol.
34, no. 6, pp. 45674581, 2022.

[14] Y. Lin, H. Wu, and Z. L1, “Explainable ma-
chine learning for cybersecurity applications,”
Machine Learning with Applications, vol. 11, Art.
no. 100401, 2023.

[15] MITRE Corporation, MITRE ATT&CK
Framework, McLean, VA, USA, 2023. [Online].
Available: https://attack.mitre.org

[16] European Union Agency for Cybersecurity

KBN Jornal of Computer Science & Applications @

ISSN 3049 -3692 (Print)

(ENISA), ENISA Threat Landscape Report,
Heraklion, Greece, 2022.

[17] A. A. Moustafa and J. Slay, “ToN-IoT: A
realistic IoT dataset for intrusion detection,”
Univ. of New South Wales, Canberra, Australia,
2020.

[18] M. Moustafa and J. Slay, “UNSW-NB15: A
comprehensive data set for network intrusion
detection,” in Proc. Military Communications
and Information Systems Conf., Canberra, Aus-
tralia, 2015.

[19] S. Hochreiter and J. Schmidhuber, “Long
short-term memory,” Neural Computation, vol.
9, no. 8, pp. 1735-1780, 1997.

[20] L. Breiman, “Random forests,” Machine
Learning, vol. 45, no. 1, pp. 5-32, 2001.

Volume-01

Issue 02



